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Podaj siodme haste

Podaj 6sme haslo

Podaj dziewigte hasto

OTWORZ

Zaznacz, ktére skamieniatosci pojawity sie na murku przy wejsciu do szkoty.
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BRAMA Il

DALEJ

igon konstruktora

CDZIEJEST MOZG? N

~

Cay wiess, gdae w nasgym ciele mnajduje sic moeg i inne waine narzgdy?

Dopasyj obrazki z mozgiem, sercem, nerkami phecami. watrobg orag

Zofgdkiern i jelitami do micjsc, w ktdrych sig one mnajdujg wociele.
Moiesz probowad rédnych ukladdw.

Swoje pomyshy | rorwigzania sprawdi w aplikadgi . NASWA APLIKAC)

Wykorzystanie Minecrafta w edukacji

A co z Minecraftem? Oczywiscie pomyst edukacyjnego grania w Minecraft nie jest mo)
w Polsce. W 2011 r. nauczyciele z calego $wiata zaczeli zastanawiac sig jak
edukacyjnych. Powstala specjalna wersja gry MinecraftEdu, a nastepnie (juz po zal
Minecraft Education Edition, w ktdrej zarzadzanie $wiatem jest uproszczone,

pozwala ciaga¢ mapy edukacyjne tworzone przez nauczycieli z calego
bardzo szeroki - znajdujq
obcych, poznawania technologii itp. Jedna z map pokazuje na przykiad kom)
wykorzystania na lekcjach biologii - o ile ciekawsza bedzie taka forma pozyskiwania
obrazkéw

ksiqzce?!

ZDALNE NAUCZANIE A CZAS SPEDZANY PRZED EKRANEM URZADZEN

Kompendium gier wideo. Poradnik dia Robert Turski, Grzegorz Kata, 25 marca 2020 r.

rodzicow i nauczycieli

Urzadzenia mobilne w szkole 0d dzisiaj wehodza w

na odleglosé. Ji

Zdalne nauczanie a zas spedzany epeliie | pro
przed ekranem urzadzen

gi na réwnomierne obe

Wykorzystanie Minecrafta na lekcjach
historii

.Dyrektor musi r6w

stalié z nauczycielami tygod

zczegoinych kias, uwzaled

materialu dla pos:
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There is about 5 billion people around the world who
are connected to the internet

There is about 28 billion devices of which 16 billion
are ,Internet of things” devices
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2 0 2 1 This Is What Happens In An
Internet Minute

facebook.

(60"

SECONDS

e 3.4 Million
H’ Snaps
i ‘ Created

197.6 Million
Emails Sent

932 i
SmartAudio | v
evices Shipped | C M
amazon echo Created By:
Y @Lorilewis
Google Home W @OfficiallyChadd
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Security Knowledge
(software) (rules of conduct)

Behavior
(habits)

3 Pillars of web security



Username [usernam e 7

Password [*xxnnns Ji

Rememp er Me

L Login 7 LRé’gister7
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123456
password
123456789
12345
12345678
qwerty
1234567
111111

1234567890

123123

Source: safetydetectives.com

Top 30 Most Used
Passwords in the World

abc123
1234
password1
iloveyou
1q2w3edr
000000
qwerty123
zaql2wsx
dragon

sunshine

M

princess
letmein
654321
monkey
27653
1qaz2wsx
123321
qwertyuiop
superman

asdfghijkl



https://pl.safetydetectives.com/blog/the-most-hacked-passwords-in-the-world-pl/

https://howsecureismypassword.net/

https://www.security.org/how-

secure-is-my-password/

https:/ /lastpass.com/howsecure.php

é;_\,. kaspersky

password checker

" Check your password

Your password is not safe if it can be brute-forced or
found in a database of leaked passwords.

We do not collect or store your passwords. Learn more

Tips to make it stronger

characters. Try stringing iogether several words or phrases to create.

Download LastPass Free today and safeguard your passwords!

Get Started

How Secure Is My Password?

The #1 Password Strength Tool. Trusted and used by millions.

Entries are 100% secure and not stored in any way or shared with anyone. Period.

Interested in getting your personalized physical and digital security score? Visit our new tool here.

FAg



https://howsecureismypassword.net/
https://www.security.org/how-secure-is-my-password/
https://lastpass.com/howsecure.php

You should use combination of big and
small letters, digits and special signs

Password should be long

You should not create password:
- Which is a word from any language.
- Words written from the back.
- Common series of characters or reapeted

signs: 12345678, 222222, abcdefg, qwerty.

- Personal data, your name, birthday etc.
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Figure 1: The twelve most popular unlock patterns according to [9].
An unlock pattern connects a number of dots, and it can be decom-
posed into several strokes separated by inflections.

https://pbs.twimg.com/
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https://pbs.twimg.com/media/Dm5aHKjXoAEq3kH?format=jpg&name=small

One of the safer data protection
systems is "two-factor
authentication’.

This authentication consists in
entering the code (e.g. sent by
SMS) or using an additional

' ' wo=o Spenl F 8:63 FM
appllcatlon Authenticator
103 314
I v
—
I Microsoft [ > | 9 4 6 8 5 7
kaygo1988@outlook.com _ v
| Contoso Corporation [ v | e
| kayg@contoso.com 4 9 0 6 3 3

Facebook ™
kaygo1988@outlook.com Microsodt
I 339813 @ | 213 745

TWO-FACTOR AUTHENTICATION **i9" EDUKACJA 3.0
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https://www.youtube.com/watch?v=F7pYHN9iC9l&t=1s



https://www.youtube.com/watch?v=F7pYHN9iC9I&t=1s

Home  Notify me Domain search ~ Who's been pwne Passwords APl About Donate BIP

| or pho

ﬁmy:’ipace

11,752,759,580

Largest breaches

Collection #1 accounts
Verifications.io accounts
Onliner Spambot accounts

Data Enrichment Exposure From
PDL Customer accounts
Exploit.In unts

Facebook accounts

Anti Public Combo List accounts
River City Media Spam List
accounts

MySpace accounts

Wattpad accounts

@ Generate secure, unique passwords for every account

114,295

Learn more at 1Password.com

222 752717

nts

Recently added breaches

GiveSendGo accounts
RedDoorz accounts
BTC-Alpha accounts
ShockGore accounts
Open Subtitles accounts
Upstox accounts

Carding Mafia (December 2021)

accounts

3 Aditya Birla Fashion and Retail

accounts
Guns.com accounts

Doxbin accounts

Oh no — pwned!

Pwned in 1 data breach and found no pastes (subscribe to search sensitive breaches)

@ 3 Steps to better security

' C CUV6U4!GU

Step 1 Protect yourself using 1Password to
generate and save strong passwords for
each website.

Start using 1Password.com

¢
A
i

Step 2 Enable 2 factor authentication and  Step 3 Subscribe to notifications for any

store the codes inside your 1Password other breaches. Then just change that

account. unique password.

Why 1Pas

€8 B B Donate
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Social Media

What are
social networking
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Sites and applications where users can
communicate with each other and share content.




clario.

The companies that know
most about you

clario.
The companies that know

most about you

% of personal

% of personal
# Company data collected

# Company data collected

Social Profile (Interests)

Country of Birth
Social Profile (Interests)

Mother’s Maiden Name
Type of Phone/Device
Hobbies

Mother’s Maiden Name
Current Employers
Past Employers

Bank Account Details
Social Profile (Friends)
Social Profile (Hobies)
Country of Birth
Allergies/Intolerances
Health & Lifestyle Info

Pet/Animal Ownership
Salary

Pet/Animal Ownership
Mobile Number

Social Profile (Friends)
Social Profile (Hobies)
Allergies/Intolerances
Health & Lifestyle Info
Mobile Number

Employment Status
Landline Number
Type of Phone/Device
Hobbies

Current Employers
Past Employers

Bank Account Details
Sexual Orientation
Marital Status
Religious Belief

Live Location

Home Address
Employment Status
Job Title

Landline Number

Sexual Orientation
Job Title

Gender/Sex
Marital Status
Religious Belief
Live Location
Home Address
Interests

Next of Kin
Gender/Sex
Interests

Next of Kin

1 [ Facebook 70.59% 0000000000000 000 0 e oo L) 21 [ ikea 23.53% S o e o

2 [@) instagram 58.82% eoee eee0ee0ee oecooce e e eeo e 22 [ Trainline 23.53% R s o é o 5

3 [ Tinder 55.88% eeecoeoe e eoee oeoceoe e eooo 23 7= Amazon 23.53% A % e -

a [ crinar 52.94% eeo0eoeo o e eoeee o000 oo o 24 [ Paypal 23.53% co o . . s ¢ &

5 Uber 52.94% eeooe eeee o0o0oooe ee ooo sy 23.53% ol a Slels A

6 Strava 41.18% e 0@ o0 e ® o o S &Nere 26 Walmart 23.53% ceee oo o o

7 B Tesco 38.24% 2 A O s i ERRCUCIS 27 Deliveroo 20.59% oo oo oo . .
8 Spotify 35.29% L) * e i0j® ® e e 28 [T Twitter 20.59% cece o o °

9 MyFitnessPal 35.29% e ® oLete 22 e e 29 & SlimmingWorld 20.59% LA L ] L LA L
10 Jet2 35.29% SSENESL SIS = oo ° ° 30 [? Google Maps 20.59% 0 o o ° .

n Credit Karma 32.35% oo IO OO oo ope 31 CVS Pharmacy 20.59% eeeoe ° ° °

12 B LidiPius 32.35% e oo oo ° . 32 Amtrak 20.59% ceoe e o ° .

13 @ Netflix 26.47% SROLS e SLeuene b 33 [&) Sleepcycle 20.59% e oo ® o0 ®

14 i Nike 26.47% i aa ® . oo . 34 [} JustEat 17.65% ° 0 ° ® ° o
15 © Asos 26.47% seie ° L e - 35 (2 offerup 17.65% oo °e . °

16 @ Dpepop 26.47% ceoe s e i = 36 ™ Doordash 17.65% L] e e o

17 Ryanair 26.47% Sieie ) sleie e e 37 (@ McDonalds (USA)  14.71% oo . . .

18 Ocado 26.47% eooe * o8 * . 38 TikTok 14.71% soe . o

19 Airbnb 26.47% sjoiee ° e @ o 39 [ protectScotland 14.71% . o o o
20 ‘¢ American Airlines 26.47% LA ® e 'e'® * ® 40 n CoStar 14.71% e e e o .
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We share data all the time

Przetwarzanie Danych
We often share sensitive data for us, where we are, Sl

where we live or what we like.

Very often these are personal data.
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Control what you share



The algorithm decides what you watch and read

Facebook ranks each content according to dylemat spoteczny
complex factors that are individual to each
account. This means that each news feed is

personalized.

Dylemat spoteczny

((((((((((
SSSSSSSSS

Information bubbles




Unreal world

Social media creates an image of an unreal world - everyone in
them wants to be young, beautiful and rich.

Social media is also full of advertising

Be yourself



" PROTECTION (3

JTiKTOk Giéwna  Tematy i Kontrola bezpi ipry i Partnerzy ds. bezpieczerstwa Q, Szukaj

'i Podstawowe informacje dotyczace ochrony prywatnosci

. ~ Kontrola bezpieczenstwa i
Wz - prywatnosci

Kontrola bezpieczenstwa i
prywatnosci

Ustawienia konta
Masz kontrole nad widocznoscig
tresci, ktére publikujesz na
Facebooku.

Zakres dostepu

Ustawienia konta

Preferencje dot. tresci

Ustawienia konta pozwalajg zarzadzac informacjami o koncie, preferencjami

Partnerzy ds. bezpieczeristwa

dotyczgcymi prywatnosci i dostepnoscia w przestrzeni publicznej.

Zakres dostepu

Zakres dostepu pozwala uzytkownikowi okreslic, kto moze sie z nim komunikowac i

miec dostep do jego tresci.

Change your privacy settings



Thank you
for your
attention:) .

Pawet Chilczuk e .:" EDUKACJA 3.0

pawel.chilczuk@trzyzero.edu.pl *  GRUPA

@ Phone
501559 174

biuro@trzyzero.edu.pl

Centrum Kompetencji Cyfrowych

Website

www.trzyzero.edu.pl
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Social media
facebook.com/edukacja3.0

Nowoczesne technologie w edukacji

Dla dzieci




